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What's the problem!

e e cruEe SR Romance Scams
:»,; "2 PROTECTING AMERICA’'S CONSUMERS

“People reported losing more * 25,000 consumer reports

money to romance scams in the e 10% increase from 2018
past two years than to any other

fraud reported to the FTC.” *5201m - 2019
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What is a romance scam

* Create fake profiles

* Target their victims

* Build trust

* Chat several times a day
* Creative story

* Ask for money




Staying safe

®
e T senDeco PYYGET CONNECTED:
“ OasiS Bt recunoLosy i ror sours 50+




Before you start

 Know what's already online about you
Google/Bing
Online Directories
Images
Create Alerts
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Know what you’re already sharin
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tony anscombe X Ul

Q Al ENews [JImages [ Videos < Shopping i More Settings
About 231,000 results (0.52 seconds)

www.linkedin.com » tonyanscombe ~
Tony Anscombe - Chief Security Evangelist - ESET | LinkedIn

View Tony Anscombe's profile on LinkedIn, the world's largest professional community. Tony has
3 jobs listed on their profile. See the complete profile on ..

www.welivesecurity.com » author » tanscombe ~
Tony Anscombe | WeLiveSecurity

Tony Anscombe. Chief Security Evangelist. Education: Cobol and Fortran programming, it was a
long time ago. Highlights of your career: Appearing on the BBC ...

WWW.I com » experts » tony be v

Tony Anscombe | RSA Conference

Tony Anscombe is the Global Security Evangelist for ESET. With over 20 years of security
industry , be is an Author, Blogger and ...

twitter.com » tonyateset v

Tony Anscombe (@TonyAtESET) | Twitter

@TonyAtESET. ESET Chief Security Evangelist. | blog and speak about cybersecurity, privacy &
other tech issues. Everyone needs to feel and be safe online

www.darkreading.com » author-bio ~

Tony Anscombe - Authors & Columnists - Dark Reading
Tony Anscombe is the Global Security Evangelist for ESET. With over 20 years of security
industry 3 be is an

author, blogger, and

org > about » board: bers » tony-ans... ¥
Tony Anscombe, Global Security Evangelist, ESET
With over 20 years of security industry experience, Tony Anscombe is an established author,
blogger and speaker on the current threat landscape.

ds.com » candidates » ton... ¥
Tony Anscombe - Cybersecurity Excellence Awards
Tony Anscombe is the Senior Security Evangelist for AVG Technologies. Tony’s role at AVG is to
bring products and solutions to the company’s users that

Q
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tony anscombe
QA B News

protect yourself mary macleod

Tony Anscombe - Cybersecurity
cybersecurity-excellence-awards.com

Tony Anscombe 1940 - 2016 | Pro Tools
pro-tools-expert com

AVG's Tony Anscombe shares

twitter.com

digital footprint welivesecurity
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Tony Anscombe, Global Securit
staysafeonline.org linkedin.com
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& Images [ Videos O Shopping i More Settings

banking trojans

Tony Anscombe - Chief Security.

Tony Anscombe (@Tony. Week in security with Tony Anscombe

twitter.com thetechstreetnow.com
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Wieek in security with Tony Anscombe

welivesecurity.com

2 @

Tools ections SafeSearch ~

security evangelist

Security Evangelist Tony Anscombe .
xconomy.com

Tony Anscombe | 007 Software
007software.net

G

Tony Anscombe | SecureWorld Tony Anscombe ~ Movi.
events secureworldexpo.com mubl.c
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Know what’s new

& C @& google.com/alerts QA % 0 6 O » ° :

Google HH @

Alerts

Monitor the web for interesting new content

[create an alert about.

My alerts (4)
Anscombe’
Anscombe"

"Tony Anscombe®

Me on the web

. tony@webutron.com

Google Alerts

"Tony Anscombe”

How Apple's new COVID-19 contact tracing process works

TechRepublic

"Contact tracing technology requires confirmation when someone becomes infected,” Tony Anscombe,
chief security evangelist at security provider ...

LflY

See more results Edit this alert
You have received this email because you have subscribed to Google Alerts.
Unsubscribe | View all your alerts
E) Receive this alert as RSS feed
Send Feedback
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Who else uses
yvour laptop,
tablet or
phone?
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Looking for Love & Companionship

So Many Sites! Which is for you?

Paid vs Free —a free site may not be free,
your data may be the cost

Read the Privacy Policy
Is there a trial period?

Are the reviews positive
— would a friend recommend it?

Can you delete an account?
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Looking for Love & Companionship

Before You Spend Money...

Use a pre-paid card

Or your online shopping card
with a limited credit

Don’t save your card to the site
unless necessary

Beware of fake emails asking for
account info
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Looking for Love & Companionship

Setting up an account

- Use a strong password -
Switch on multifactor authentication QR

Use a different one for each service
Use letters from a sentence
AFC3!mcfcO

Or use a password manager
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Looking for Love & Companionship

Setting up Your Profile

- Use a different email address
- Don't use your full real name

« Don’t use your Facebook or
Google ID
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Don’t Overshare and be Honest

A profile should not be a life story
Don’t disclose your identity
Consider your location

A picture should be
- Recognizable
 Recent

Oversharing could be pieces to a puzzle
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CHICKEN
BREAST FILLETS
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Sharing pictures

« Every picture tells a story, sometimes too much

10:18:05 AM
2 Mar 21,2019

ons 4032 x 3024
4032 x 3024
1/5secatf/1.8
399 mm
ISO 100

1 Did not fire
e Apple
iPhone 7

2ns iPhone7b...9mm /1.8

sPS 43°38'47.48"N
79°23'29.02" W
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Non

Old Toronto, Toronto, Ontario, Canada oG

L/" Precise ParkLink ESET

ps|Eood,Supplies [ - Wpivekic
‘ .

. N U
Theatre District/Condos
e

North

T= Smart Collections

/19 10:18:05 AM
21/19 10:18:05 AM

2019-03-21 :18:05.965

STUDIO Event, 'ahian
Theatre | SET

e
Map Data | 10 M kst | Terms of Use , Report a map error

Hybrid =
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Privacy settings

o ATRT 2 15:13

{ Settings Privacy

Location Services

ﬁ Contacts

iy,

iliil

Calendars
Reminders

Photos

Bluetooth
Microphone

Speech Recognition
Camera

Health

HomeKit

Media & Apple Music

Research

o ATRT 2 15:12 63% @ )

¢ Back Camera

ALLOW LOCATION ACCESS

Never
Ask Next Time

While Using the App

App explanation: “Photos and videos will be tagged with
the location where they are taken.”
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Reverse image scan

* https://images.google.com/

Go gle

Images

Search by image
Search Google with an image instead of text. Try dragging an image here.

Paste image URL K Upload an image




Reverse image scan

* https://images.google.com/

- RSA 2018a.jpg gentleman

Pages that include matching images

www.welivesecurity.com » 2020/04/08 » top-tips-video... ¥
Top tips for videoconferencing security | WeLiveSecurity

1000 = 783 - Apr 8, 2020 — ESET Chief Security Evangelist Tony Anscombe shares
advice on how to keep your virtual meet-ups private and safe while you're holed up
at ...

www.welivesecurity.com » 2020/03/04 » tony_anscom... ¥
Tony_Anscombe_ESET_Security Evangelist | WeLiveSecurity

1000 = 783 - Mar 4, 2020 — Microsoft debuts deepfake detection tool - Social Media
Tony_Anscombe_ESET_Security_Evangelist. Houseparty ~ should | stay or should
I ...

www.welivesecurity.com » author » gabrielle-ladouceur... ~

Gabrielle Ladouceur Despins | WeLiveSecurity
623 x 432 — Mobile security threats amid COVID-19 and beyond: A Q&A with Lukas
Stefanko. ESET malware researcher Lukas Stefanko gives us a peek behind the
scenes ...

www.welivesecurity.com » author ) tfoltyn ~

Tomas Foltyn | WeLiveSecurity
623 x 432 — Education: M.A. in translation and interpreting. Highlights of your
career: Wearing two career hats as an in-house editor and as a freelance translator
for the ...

www.rsaconference.com > experts » tony-anscombe ¥

Tony Anscombe | RSA Conference
520 = 520 — Tony Anscombe is the Global Security Evangelist for ESET. With over
20 years of security industry experience, Anscombe is an established Author, Blogger
and ...

Go gle °

12345€6 Next
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How to communicate and when to share more

Don’t rush to move away from the built-in site features
Think before opening up to personal communications
What you send can be re-posted

Be appropriate

Pause 5 seconds before you hit send

Remember the Internet doesn’t forget!
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Communicating & Meeting

Do your research
Use a Google Voice number or a burner phone

Chat by phone
Video chat before meeting
If meeting follow the guidance
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If you suspect a romance scam

* Never transfer money

* Listen to family and friends

* Cease all communications with the person
* Search for the creative story

* Reverse image scan their profile picture

* Report them - ftc.gov/complaint




The data breach

What to do if your card or data is compromised

« Suspend your card
- Set up ID monitoring
- Maybe delete the account

- Change passwords on
other sites
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PRIVACY
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Thank you for attending

http:/ /offers.eset.com/oasis

Questions?
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